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1-2

SPAM

DoS

FSAV Linux

FSAV Linux
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for Linux/Sun Cobalt RedHat Linux

Cobalt/Sun LX

Sun

URL: http://www.gideon.co.jp/products/

URL

2-1 2005 5
Linux glibc 2.1.3
glibc 2.1.2 Redhat 6.1
Turbolinux Server 6.0 glibc

sendmail8.9.3 8.x
sendnai | . cf M ocal , Mrsnt p*, M el ay

gmail 1.03
postfix 0.0.20000529

Linux

RedHat 6.2/7.0.x/7.1/7.2/7.3/8.0/9.0 AdvancedServer2.1
Red Hat Enterprise Linux AS/ES/WS(Version 2.1)

Red Hat Enterprise Linux AS/ES/WS(Version 3)
Fedora Core 1,2

LASERS Linux 6.2/6.4/6.5/6.9/7.2

Turbolinux 6.1/6.5/7/8 Turbolinux7/8/10 Server
Turbolinux Enterprise Server 8

Vine Linux 2.1/2.1.5/2.5/2.6

Miracle Linux 2.0/2.1
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OpenLinux eServer 2.3 Server 3.1.1

RedHat oS

Sun Cobalt RaQ3 / RaQ4/RaQXTR/RaQ550 / Sun LX50

64MB swap 64MB
Qmail gmail-smtpd
64MB
100MB 100MB
2-2
RedHat Linux Sun Cobalt
64MB
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2-3
Sendmail
sendmmi | . cf
sendrai | . cf. org. gwav
procmai |

procmai |
mai | . | ocal

mai | . | ocal

mai | . | ocal
snt pf eed
snt pf eed
Qmail

/var/ gmai | / bi n/ gmai | - queue

/var/ gmai |l / bi n/ gmai | - queue. or g. gwav

Postfix

[ etc/postfix/mster. cf mai n. cf

et c/ postfix/ master.cf.org. gwav
/etc/postfix/min.cf.org. gwav
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2-5

sendnmai | . cf
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CD-ROM

4-1 CD-ROM

CD-ROM

CD

(1) root

4-1
Enter
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server~>su -

4-1

CD

CD
4-2 Enter

server: ~#nount /mmt/cdrom

4-2

Sendmail 4-3
Enter

server: ~#rpm-ihv /mt/cdronf gwantivirus.i 386.rpm

4-3
Qmail 4-4
Enter
#/ it/ cdrom gwav-qnai | -instal l er install
4-4

10
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/usr/local/gwav
“ 0755"

Is -1d /usr/local/gwav

“ 0755”

chmod 0755 /usr/local/gwav

Postfix 4-5
Enter

#rpm -i hv /mt/cdronl gwanti vi rus-postfix.i 386.rpm

4-5

CD CD

CD

4-6 Enter

CD

server: ~#unount /mmt/cdrom

4-6
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4-2 CD-ROM
Sun Cobalt RaQ3/RaQ4/RaQXTR/RaQ550 Sun LX50 CD-ROM
Windows RaQ
raq
LAN
raq Windows
CD
DOS
Windows [
]
conmmand [OK]
CD : E:
2 CD
CD 0
Sendmail Postfix gwantivirus-xxxxxxx.i386.rpm
Postfix
gwant i vi rus- post fi x- XXXXXXX. r pm
XXXXXXX gwantivirus-2.1-4.i386.rpm
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Qmail gwav-gmail-installer gwav-gmail.tgz

3 raq

4-7
ftp raq

2

E:¥>ftp raq

Sendmail Postfix 4-8

ftp>bi nary

200 Type set to I.

ftp>cd /tnp

ftp>put gwanti vi rus- XxxXxXxxxx.rpm
ftp>ls

ftp>quit

4-8
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Qmail

ftp>put gwav-qnmail-installer
ftp>put gwav-qnuail.tgz

4 telnet

E: ¥>tel net raq

rag telnet

Sendmail Postfix

4-10

$su
Passwor d; **x * % %% *
#cd /tnp

#rpm -i hv gwanti vi r us- XXxxxxxx. rpm

Qmail

# cd /tnp

4-10

gwav-gmai | . tgz

# ./gwav-qnail -installer install

14
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5
Sendmail Postfix 4-11
rpm
#cd /tnp

#rm-f gwanti vi rus- XxXxxXxxxxx. rpm

4-11
Qmail
#cd /tnp
#rm-f gwav-qmail -installer
/tnp

gwav-qmail .t gz

for Linux / for Sun Cobalt
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rpm
_
2.0-x 2.1-4 2.1-x
gmail
rpm
Sendmail, postfix 2.1-1
2.1-4
for Linux
2.1-4 rpm
06/01/2005 2.1-4
root su -
Sendmail Postfix 5-1
rpm tmp
#cd /tnp

#rpm - Uhv gwanti vi r us- XXxxxxxx. r pm

5-1
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‘rpm —q gwanti virus’

rpm
"2.1-0"
*/usr/1ocal / gwav/ gwav- checker®
versi on: Engine 2.1-4"

“GMAV
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root

root
6-1 Enter

server: ~# /usr/l ocal / gwav/ gwav_conf

6-1

6-1 6-2

y Enter

Current setting:
VI RUS_CHECK=YES
QUTGO NG_CHECK=YES
SUBJECT_METHOD=*** Virus warni ng ***
| NFECTI ON_FI LE_ACTI ON=H
WARN_SENDER=YES
VI RUS_REPORT_TO=post nast er

oK?2(YI n)

6-2

18
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6-3 y Enter

Do virus check?(Y/n)_

6-3

2 Outgoing
6-4 y Enter
Qmail Postfix

Al so check outgoing nails?(y/N)_

6-4
3
1) *** Virus Warning ***
2)
3)
6-5 1 2 3

for Linux / for Sun Cobalt
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Enter

Sel ect one fromthe follow ng 3 subject
nmet hods:

1) *** Virus warning ***

2) ORI G NAL_SUBJECT

3) Virus warning: ORl G NAL_SUBJECT
whi ch one?(1/2/3)_

6-5

10

1) *** Virus Warning ***
2) 10
3) Virus Warning: 10

6-6 A D H w 1
Enter

20
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Sel ect one fromthe follow ng 4 handling:

A) Attach virus files
D) Delete them (make virus files be 0 byte)

H) Delete virus-mail & attach nmail -header
W Warni ng nessage only
whi ch one?( A/ D H W

6-6

6-7 y Enter

Send war ni ng nmessage to sender?(y/N)

6-7

post nast er t anaka 2

6-8

for Linux / for Sun Cobalt
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Report virus info

to [postmaster]: postmaster tanaka

6-8

22
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No.

11
No. AVR12345 passwor d
(1) root
7-1 Enter
# /usr/local / gwav/regi st
7-1
2 7-2 No
No.
No.
AVR12345 No. Enter
Enter

for Linux / for Sun Cobalt 23



passwor d Enter

Enter

User - nunber: AVR12345

Ret ype user-nunber: AVR12345

Passwor d: password

Ret ype password: password

User - nunber: AVR12345
Password: password

7-2

(3) @ No.
7-2

o @
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8-1
/ et ¢/ GVAV/ GMWAV. conf

-

URL: http://www.gideon.co.jp/updates/

## Config file for G DEON WH TEBOX Anti-Virus system ##
#it copyright (C) 1999, 2000 G DEON Corp. ##
#it http://ww. gi deon. co.jp/ ##

### Site options

*1 | VI RUS_CHECK=YES

*2 | OQUTGO NG_CHECK=YES

*3 | SUBJECT_METHCOD=*** Virus warning ***
*4 | | NFECTI ON_FI LE_ACTI ON=H

*5 | WARN_SENDER=NO

*6 | VI RUS_REPORT_TO=post nast er

*7 | VARt np_DI R=/ var/t np

*8 | MAIL_LOG=/var/l og/ maillog

8-1

8-1

*1: VI RUS_CHECK=YES

YES / NO
YES
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*2: QUTGEA NG_CHECK=YES

YES / NO
YES
Qmail Postfix YES

*3: SUBJECT_METHOD=*** Virus warning ***

3
() *** Virus warning ***
(2) Virus warning: ORI G NAL_SUBJECT
(3) ORI G NAL_SUBJECT

10

*** Virus warning ***
Virus warning: 10
10

*** \/irus warning ***

- *** \/irus warning ***
*xx VIRUS REPORT ****

| SO-2022-JP

) ORl Gl NAL_SUBJECT
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SUBJECT_METHOD_SENDER=

SUBJECT_METHOD_VI RUS_REPCRT_TO=

*4: | NFECTI ON_FI LE_ACTI ON=H

A /D /W /H

H
*5: WARN_SENDER=NO

YES / NO
NO

*6: VI RUS_REPORT_TO=post nast er

post mast er tanaka yoshi da@i hon.virus.co.jp

post nmast er
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8

*7: VARt mp_DI R=/ var/tnp
GWAV

/var/tnp

*8: MAI L_LOG=/var/| og/ maill og
mai |
/ et c/ sysl og. conf

Ivar/1 og/ maill og

WARN_RECEI VER=NO

GMAV. conf
YES

gwav|[ Pl D] : SCANNED: Scan_code: <Message- | D>

gwav|[ Pl D] : VI RUS FOUND - -
FROM TO

gwav[ PI D] : VIRUS type --
infection: TYPE
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*1

) 8-2

Dec 21 11:27:25 intra gwav[27966]:

SCANNED: 3: <200012210227. eBL2RGB27941 @i | . gi deon. co. j p>
Dec 21 11:27:25 intra gwav[27966]:

VIRUS FOUND -- FROM owner-info@ideon.co.jp TO yanada
Dec 21 11:27:25 intra gwav[27966]:

VIRUS type -- KDEDPCKD. EXE infection: W95/ Hybris.worm

8-2

Jan 5 09:56:38 intra gwav[ 16156] :
SCANNED: 0: <200101050056. f 050uaK16147@rai | . gi deon. co. j p>

8-3
1
Sendmail 8-4 2
SMIPFEED=/ usr / sbi n/ snt pf eed
LOCALnai | er=/usr/sbhin/mail .l ocal
8-4
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8

*1: SMIPFEED=/ usr/ sbi n/ snt pf eed

relay
snt pf eed
/usr /| ocal / gwav/ snt pf eed
[ usr/ sbi n/ snt pf eed
9
Sendmail
*2: LOCALmai | er =/ usr/sbin/mail .| ocal
+[ 1
procmail
/usr/bin
LOCALmai | er =/ usr/bin/procmail -f $from-d $to
[usr/bin /usr/sbin
lusr/local /gwav/ mail .| ocal
/usr/sbin/mil.local
Qmail 85 3

*1 | MODE=qnui |
*2 | MAI LER=/var/gmai | / bi n/gmai | -i nj ect
*3 | REPLACED_COWAND=/ var/ gmai | / bi n/ gmai | - queue. or g. gwav

8-5
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*1: MODE=gmai |
gmai |

gmai |

*2: MAI LER=/ var/ gmai | / bi n/ gmai | -i nj ect

/var/ qnai | / bi n/ qnai | -i nj ect
*3: REPLACED_COWAND=/ var / gmai | / bi n/ qmai | - queue. or g. gwav

gmail-queue

/var/ qnui | / bi n/ gnai | - queue. or g. gwav

Postfix 86 2

*1 | MODE=post fi x-pi pe
*2 | MAI LER=/ usr/ sbi n/sendrmai | -i -t

8-6

*1: MODE=post fi x- pi pe

postfi x- pi pe
post fi x- pi pe
*2: MAI LER=/ usr/ sbin/sendmai | -i -t

/usr/sbin/sendmail -i -t
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8-2
“SCANNED: X" X

0
3 / et ¢/ GNAV/ GMAV. conf

“ | NFECTI ON_FI LE_ACTI ON="

“ A

8
9
-2,-1,1,2,141

8-7

“ Virus Check ERROR

X)” 0,9
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9 Sendmail

Sendmail

9-1 [ et c/ GNvAV/ GMAV. conf
1

[ usr/ sbi n/ st pf eed
SMIPFEED=/ usr/ sbi n/ snt pf eed -M /usr /| ocal / gwav/ SMIPFEEDmapfi |l e

[ usr/ sbi n/ snt pf eed

SMIPFEED=/ usr /| ocal / gwav/ snt pf eed - M /usr/ | ocal / gwav/ SMTPFEEDmapfi | e

9-2
[usr/local / gwav/ SMIPFEEDmapfil e

1 2:.
1 2 [
1] A MX
1
2
MX DNS
[ ]
A DNS
[P ] IP
MX DNS

MX
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9 Sendmail
MX? MX DNS fallback
MX
A DNS
A
=donai n MX
#

34
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Sendmail

sub. ny. domai n A: [ backup. server]

sub. ny. donmai n
sub. ny. domai n
user nane@ub. ny. domai n
sub. ny. donmai n "A”
DNS sub. ny. donain
backup. server

DNS

.co.jp qui ck. rel ay. server: MX

.co.jp
.co.jp
user nane@xx. co. j p
qui ck. rel ay. server

MX
co.jp
DNS MX
.bi t net =.bitnet.ad.jp
bi t net
user nane@yy. bi t net
bitnet.ad.jp
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10

root

Sendmail 10-1
Enter

# rpm-e gwantivirus

10-1
Sendmail for Linux
sendmai | . cf ( for Linux
sendmai | . cf. org. gwav )
for Linux
for Linux 2.1-4

for Linux

sendnai | . cf

sendnai | . cf. org. gwav
(sendmai | . cf.diff)

sendmai | . cf

Postfix 10-2
Enter

diff
Vi

36
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10

# rpm-e gwanti virus-postfix

10-2
Qmail 4 CD-ROM
CD-ROM gwav- gmai | -instal l
/tnp 10-3
#cd /tnp
#/ gwav-qnui | -instal l er uninstall
10-3

for Linux / for Sun Cobalt
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11

111 HTTP

HTTP
root

#/ usr/ | ocal / gwav/ gwav- checker

11-1

12
12-3
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< VERSI ON >
*1 | GMAV version:
*2 -r-sr-xr-x 1 root root 127236 Apr 7 11:10 /usr/l ocal / gwav/ gwav
*3 Engi ne: 2.1.4 2005-04- 06
*4 Pat ch: Proserver with AntiVirus version 2.1.1 20040506
*5 RPM gwantivirus-2.1-0

*6 | FSAV version:

*7 FSAV dat abase version: 2005-04-04_02

*8 F-Secure Anti-Virus for Linux Servers version 4.61 build 3215
Copyright (c) 1999- 2004 F- Secure Corporation. All R ghts Reserved.

F-Secure Anti-Virus Copyright (c) 1993-2004, F-Secure Corp.
Portions:
Copyright (c) 1991-2004 Kaspersky Labs, Ltd.

F-Secure Anti-Virus for Linux Servers Conmand | ine client version:
F-Secure Anti-Virus for Linux Servers version4.61 build 3215

F-Secure Anti-Virus for Linux Servers Daenpbn version:
F-Secure Anti-Virus for Linux Servers version 4.61 build 3215

Dat abase version: 2005-04-04_02

Scanner Engine versions:
*9 F- Secure Corporation Libra engine version 2.1 build 11
*10 F- Secure Corporation Libra database versi on 2005-04-03

*11 F-Secure Corporation Oion engine version 1.2 build 33
*12 F- Secure Corporation Oion database version 2005-03-29

*13 Kasper sky Labs. AVP FPI Engine engine version 4.0 build 164
*14 Kasper sky Labs. AVP FPI Engi ne dat abase version 2005- 04- 04

*15 | libf mso: /usr/local/fsav/4.61/1ib/libfmso: synbolic link to
i bf m 1. 4. 3050. so
*16 | Daenpn: Daenpn process 28959 exi sts.

< USER >
*17 | user-number: AVLXXXXX

< HTTP >
*18 | HTTP proxy server: 192.168.1.70: 8080
*19 | ==== avupdate. f-secure.com ====

*20 | http connect [ OK ]

*21 | user-nunber & password [ OK ]
*22 | get file [ OK]

*23 | ==== ns3. gideon.co.jp ====
http connect [ OK ]
user - nunber & password [ OK ]
get file [ OK]

*24 | ==== www. gi deon. co. jp ====

11-1
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11

<VERSION >

*1:

*2:

*3:

*4:

*5:

GMAV ver si on:
gwav
URL gwav
*3 *4

http://www.gideon.co.jp/updates/

-r-sr-xr-x1root root 120694 Cct 30 16: 56 / usr/ | ocal / gwav/ gwav
gwav
gwav

Engi ne: 2.1.4 2005-04-06
gwav
*4

*4 gwav

Pat ch: Proserver with Anti Virus version 2.1.1 20040506
gwav
RPM gwantivirus-2.1-0
RPM
rpm
rpm gwanti virus

40
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*6: FSAV ver si on:

fsav
URL fsav
http://www.gideon.co.jp/updates/

*7: FSAV dat abase version: 2005-04-04_02

*8: F-Secure Anti-Virus for Linux version 4.61 build 3215

fsav
fsav Libra
Orion AVP

*9: F- Secur e Corporation Libraengineversion2.1build 11
Libra

*10: F- Secur e Cor por at i on Li br adat abase ver si on 2005- 04- 03
Libra

*11: F- Secure Corporation Orion engine version 1.2 build
33

Orion

*12: F- Secur e Cor por ati on Ori on dat abase ver si on 2005- 03- 29

Orion

*13: Kasper sky Labs. AVP FPI Engi ne engi ne version 4.0 build
164

AVP

*14: Kasper sky Labs. AVP FPI Engi ne dat abase version
2005- 04- 04
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AVP

*15: libfmso: /usr/local/fsav/4.61/1ib/libfmso:
synbolic link to Iibfm 1.4.3050.so

libfm
*16: Daenon: Daenon process 28959 exists.
fsavd ID
for Linux 2.1-4
<USER >
*17: user - nunber: AVLXXXXX
No.

<HTTP >

*18: HTTP proxy server: 192.168.1.70: 8080

/usr/local/gwav/myhttpproxy

*19: ==== avupdate. f - secure. com ====

*20: http connect [ OK ]

http

[ K] [ FAI LED]
http
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DNS
http
IP
IP
80
*21: user - nunber & password [ OK ]
[ K] [ FAI LED]
*22:get file [ OK]
http
*23: ==== ns3. gi deon. co. jp ====
1
*24: ==== www. gi deon. co. jp ====
2
HTTP 80

HTTP
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11-2
2
1)
/usr /| ocal I gwav
2
/usr/|ocal/fsav
# [usr/local / gwav/ pavupdat e
11-3

/etc/cron. dail y/ pavupdat e

http

root
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[ etc/crontab

cront ab Linux

11-4

#cat /usr/local/fsav/updatel og.txt

11-2

[ Header]

Ti mest anp=1112623822

Engi nes=avp, f- prot, general ,orion,libra

Packet f or mat =1

Product _versi on=Conpatible with FSAV 4.03 or |later
Titl e=FSAV Virus Signature Database Update
Message=Dat abase Update Package

[ FSAV_Dat abase_Ver si on]
Ver si on=2005- 04- 04_02

2)

2
#head -n 2 /usr/local/gwav/.PAWer

11-3

Proserver with AntiVirus version 2.1.4 20050406
Proserver with AntiVirus version 2.1.4 20050323

11-3
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sanpl e
ei car.com

12-1

ei car.com

1

root
#/ usr/ | ocal / gwav/ gwav- checker --virus-test nane

nanme

nane
post nmast er

aaa@bb. ccc
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@i deon. co.jp @i deon. co. j p.

sato

#/ usr/ | ocal / gwav/ gwav- checker --virus-test sato

sato

sendmail sendmail
sendmai | . cf

2)

12-2
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#tail -f /var/log/ maillog

“SCANNED:X X

Ctrl +C

12-3

root

#/ usr/ | ocal / gwav/ gwav- checker --mail

post nmast er

#/ usr/ | ocal / gwav/ gwav- checker --all --mail
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12-4

http://www.gideon.co.jp/updates/

URL
http://www.gideon.co.jp/support/

FAQ

URL

URL
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13-1

crontab

13-1

From MAlI LER- DAEMON@ edhat 7. gi deon. co. j p
2001/ 10/ 05 11:56: 33

[AntiVirus for Linux] nonthly report
(2005/ 06/ 01 - 2005/ 06/ 30)

To postnaster @edhat 7. gi deon. co.jp

13-1

13-2

50
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2005-06-01 2005- 06- 30

28
4
12

4 mail: ( EICAR Test-File [AVP]
El CAR Test _File [Libra]
El CAR Test File [Orion] )

4 mail: ALL

virus:
4 virus: EICAR-Test-File [AVP]
4 virus: ElICAR Test_File [Libra]
4 virus: EICAR Test File [Orion]

12 virus: ALL

13-2

letc/GWAVIGWAV.conf

GAWW_COUNT=/ var / | og/ GAWW count
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- for Linux fsav

fsav
[AVP] [Libra] [orion] 3
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13-2
| |
13-3
/var/tnp
for Linux
for Linux

11
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MTA

14-1

/ et c/ GNAV/ checkdi r
/usr /| ocal / gwav/ gwav-file-contro

1 1 / home/ sanba / home/ hoge
root

# echo "/ hone/ sanba" > /etc/ GNvAV/ checkdir
# echo "/ hone/ hoge" >> /etc/GNAV/ checkdir
# lusr/local /gwav/ gwav-fil e-control --daily

14-2
[ et c/ GNWAV/ checkdi r
1
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<< >>

/ home/ sanba

/ hone
public_htm

/ hore/ */ publ i c_ht ni

<< > >
1SO-2022-JP
[ 1
JIS : CP932
EUC : EUC-JP
Samba-CAP : Samba-CAP
Samba-HEX : Samba-HEX

Unicode UTF-7 :UTF-7
Unicode UTF-8 : UTF-8

samba

/ bi n/ sh

for Linux / for Sun Cobalt
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/ hone/ shar e JIS

/ home/ shar e CP932

14-3

/ et c/ GNAV/ GMAV. conf VI RUS_REPORT_TO

[AntiVirus for Linux] directory report(YYYY- MW DD hh: mm ss)

YYYY- Mt DD hh: nm ss

14-1 / et c/ GnvAV/ checkdir  /var/spool /* EUC JP
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From VirusReportFrom ntra@i deon. co.jp

Subj ect: [AntiVirus for Linux] directory report(2003-11-14 11:28:48)

START. 2003-11-14 11:28:48
END: 2003-11-14 11:29:50

Directory list:
/ var/spool / * EUC-JP

Result nessage:
/ var/ spool / cron
/ var/ spool / f ax
/var/spool /lintian
/var/spool /| pd
/ var/ spool / nai |
/ var/ spool / nqueue
/ var/ spool / pop
/ var/ spool / popbul |
/var/ spool / squi d

F-Secure Anti-Virus for Linux version 4.50 build 2111

Copyright (c) 1999-2003 F-Secure Corporation. Al Rights Reserved.

3635 files scanned

14-1
14-4
Enter
Dai | y D d

# [usr/local /gwav/ gwav-fil e-control
Cycl e(None/ Dai | y/ Weekl y/ Mont hl y) [ none] : d
CheckAr chi ve( Yes/ No/ Reconmend) [ Reconmend] : r

Cycle
None
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Daily 1
Weekl y 1
Mont hl y 1

CheckArchive
Yes
No
Recconend “No”

# ./gwav-file-control --status
14-5 samba

samba

# [usr/local /gwav/ sanba-info --al

14-3

comrand: /usr/sbin/snmbd

config: /etc/sanbal/snb. conf
directory: /home/share /var/ww
client-code-page: 932
codi ng- system cap

14-3

14-6

[ usr /| ocal / gwav
--hel p

/usr/1ocal / gwav/ gwav-file --help
/usr/1ocal / gwav/ gwav-file-control --help
/usr /1 ocal / gwav/ samba-i nfo --help

58 for Linux / for Sun Cobalt



A wDN

HTTP
E-Mail
E-Mail

*x

*%x

*%

*k*k
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http://www.gideon.co.jp/support/

1. No. No.
No. A L34567 23456
No. GR-12345 GC-12345
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E-Mail

E-Mail

/var/spool/mail/

/etc/GwWAV/GWAV.conf

sendmail
sendmail.cf

sp@gideon.co.jp

045-590-3655

9:00 17:00

info@gideon.co.jp
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GIDEON
223-0056 3448-4
http://www.gideon.co.jp/

E-mail:sp@gideon.co.jp
TEL 045-590-3655

E-mail: info@gideon.co.jp
TEL 045-590-1216
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